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abstraCt

Information systems are vital to successful compliance with Section 404 of the Sarbanes 
Oxley Act. However, there is little published academic literature which reports system-
atic studies that explain how IS organizations implement 404. Institutional theory was 
adopted as the lens through which to examine the experiences of 404 implementation 
in three global organizations. The methodology for the research involved in-depth case 
study analysis. We conclude that key implementation drivers for 404 are directives from 
senior authorities, financial and resource subsidies, standards being set and adhered to, 
and knowledge being deployed. The findings are believed to present significant insights 
into the complexities and role of IS in providing valid and appropriate approaches to 
404 compliance.

Keywords: implementation; information systems; institutional theory; Sarbanes Ox-
ley
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iNtroDUCtioN
The Sarbanes Oxley Act (SOX) creates 
the deepest changes to the Securities Ex-
change Commission (SEC) rules since 
1934 (107th Congress, 2002; Banham, 
2003; Aberdeen Group, 2005). The act 

was passed in response to financial mis-
statements and high-profile corporate 
frauds such as Enron, WorldCom, Tyco, 
and Global Crossing. The act aims to 
reduce the level and scale of financial 
fraud due to an organization’s man-
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agement being able to misrepresent its 
financial condition (Ferrell, 2004; Rone 
& Berman, 2004). Organization-wide 
strong governancethat is the formal 
and informal rules that guide organiza-
tional action and behaviorand robust 
controls are therefore seen as essential 
to avoiding future accountancy defi-
ciencies.

Section 404 of the act requires 
organizations to provide external audi-
tors with documentary evidence of the 
existence and effective functioning of 
processes, systems, and controls used 
to generate all financial and manage-
ment information made available to 
the public. Since in most organizations, 
processes, systems, and controls are em-
bedded in a wide range of information 
systems, the IS organization assumes 
a significant role in 404 compliance 
(Chan, 2004; Hackney, Burn, & Salazar, 
2004;Coe, 2005).

This article analyzes the implemen-
tation of Section 404 within organiza-
tions through the lens of institutional 
theory. Unlike previous regulatory 
frameworks which are based on self-
regulation, the act makes the manage-
ment of effective internal controls 
mandatory. Furthermore, the act backs 
up the requirements for controls with 
severe penalties including fines and 
prison sentences for those in breach 
of its provisions. SOX is binding on 
all companies listed on any American 
Stock Exchange, and hence non-U.S. 
companies are subject to its provisions 
(Dalton & Dalton, 2005; Coffee, 2005). 
Therefore, companies incorporated in 

other legal jurisdictions, such as the 
UK, for example, can be prosecuted, for 
the first time, in U.S. courts for being 
in breach of SOX (Dewing & Russell, 
2003). In the past, company officials, 
such as the chief executive officer 
(CEO) and chief financial officer (CFO), 
could only be prosecuted in the country 
of the company’s incorporation.

taXoNoMY of 404 
iNterVeNtioN DriVers
There is a significant amount of practi-
tioner literature available that provides 
managers with methods and procedures 
they need to consider when implement-
ing Section 404 (Duffy, 2004; Ivancev-
ich, Duening, Gilbert, & Konopaske, 
2003; Mayer, 2003; Quall, 2004). 
However, as normal, the practitioner 
literature lacks a theoretical basis for 
the approaches being recommended 
and is akin to the plethora of prescrip-
tions for successful implementation of 
information systems. As in the wider IS 
academic field, our aim is to examine 
the role of the IS organization when 
implementing Section 404 through a 
sound theoretical lens, based on valid 
methods, in order to provide conceptual 
insights for 404 implementation.

Section 404 adds to the body of 
corporate governance literature. The 
most common approach used to study 
corporate governance is agency theory 
(Dalton, Daily, Ellstrand, & Johnson, 
1998; Dalton & Dalton, 2005), which 
stems from the seminal work of Berle 
and Means (1932). They argued that 
the separation of ownership (sharehold-
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ers) and control (management) gave 
managersagentsan opportunity to 
act in their own self-interest by making 
decisions or acting in ways to increase 
their financial prosperity rather than 
that of the shareholders (Fama, 1980; 
Jensen, 1993). A variety of methods 
are deployed to minimize the oppor-
tunities for promoting management’s 
self-interest over that of shareholders. 
These are exemplified by managing 
the board’s composition, strengthen-
ing the role of non-executive directors 
(Barnhart, Marr, & Rosenstein, 1994), 
and linking the board’s compensation 
to shareholder returns (Cadbury, 1992; 
Dalton, Daily, Certo, & Roengpitya, 
2003). These methods are essentially 
self-regulatory.

Prior to the SOX Act, the roles of 
executive and non-executive direc-
tors, as well as internal and external 
auditors, were considered to provide 
sufficient ‘checks and balances’ to 
avoid financial disasters on the scale of 
Enron. However, the SOX Act, and in 
particular Section 404, has swept away 
traditional forms of self-regulation by 
mandating organizations have transpar-
ent systems of internal controls. The act 
also places significant responsibilities 
and potential penalties upon audit firms, 
and through them, on organizations’ 
management (Duffy, 2004; Ooms-Piep-
ers & Degens, 2004). Agency theory 
appears to be of limited use because it 
neglects the effects that external insti-
tutions can have on organizations and 
their behavior. Agency theory takes a 
narrower perspective by focusing on 

internal actors (managers) and one 
external stakeholder (shareholders) 
(Daily, Dalton, & Canella, 2003). The 
theory is geared towards finding ways 
to minimize agency costs incurred by 
organizations to stockholders (Aguilera 
& Jackson, 2003) and barely addresses 
the power that external institutions can 
have on board behavior (Pfeffer, 1981; 
DiMaggio & Powell, 1983).

These limitations of agency theory 
are likely to yield superficial insights 
into the role of IS organizations in the 
implementation of 404. We argue that 
institutional theory enables deeper 
insights into 404 implementation as it 
takes into account multiple stakeholders 
within and outside organizations and 
the use of power and influence to bring 
about changes in practices (King et al., 
1994). Institutional theory suggests that 
organizations conform with rules and 
regulations about appropriate conduct 
and behaviors to ensure legitimacy 
within their environment (Suchman, 
1995). Institutional properties have been 
developed by numerous researchers 
(Covaleski & Dirsmith, 1988; Jepper-
son, 1991; Meyer & Rowan, 1977; Scott, 
1987; Zucker, 1987; Avgerou, 2000; 
Crowston & Myers, 2004; DiMaggio & 
Powell, 1991; Goodstein, 1994; Green-
wood & Hinings, 1996; Oliver, 1991; 
Teo, Wei, & Benbasat, 2003).

King et al. (1994) use institutional 
theory to develop a taxonomy to cat-
egorize IT interventions at institutional 
and organizational levels (Robey & 
Boudreau, 1999). We argue that Section 
404 requires organizations to intervene 
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to change controls and processes em-
bedded in information systems and 
have accordingly adapted King et al.’s 
taxonomy for the study of 404 imple-
mentation for the following reasons. 
First, they recognize an institution to 
be a social entity that can bring to bear 
both influence and power over other 
social entities. In the context of Section 
404, the SEC has sanctions that it can 
use to modify actions of institutions 
such as within audit companies. These 
companies can sway client organiza-
tions’ behaviors to ensure the system 
of internal controls is approved (Kurien 
et al., 2004).

King et al. (1994) suggest the need 
for power-based and influence-based 
implementation tactics. Power-based 
tactics change behaviors through the 
use of penalties. Influence-based tactics 
affect behavior through social processes 
such as negotiation and politics (Jas-
person et al., 2002). Second, King et 
al.’s taxonomy acknowledges the social 
aspects of interventions, which involve 
recipients and implementers of the in-
tervention. The interactions between 
the groups are dynamic and complex. 
In 404 interventions, there are several 
levels of implementers and recipients. 
At the highest level are institutions such 
as the U.S. Congress and the Public 
Company Accounting Oversight Board 
in the role of implementers and audit 
firms, and organizations as recipients. 
Within organizations, SOX program 
teams act as implementers and IS 
departments can act as implementers 
and/or recipients. Line managers are 

recipients because they need to change 
their working practices in response to 
the intervention. Third, King et al.’s 
framework distinguishes between ‘sup-
ply-push’ and ‘demand-pull’ interven-
tions. Supply-push is characterized as 
a force arising from the production of 
a change. Demand-pull interventions 
emanate from users’ willingness to 
use the product of the intervention. 
The taxonomy for 404 interventions is 
illustrated in Figure 1 based on King et 
al.’s original classification.

King et al.’s (1994) taxonomy 
describes IT intervention drivers that 
we have reinterpreted, in this study 
as Section 404 intervention ‘drivers’. 
The six drivers are described briefly 
in Table 1.

researCH MetHoDoloGY 
aND Case stUDY Data
This study is based on an multi-case 
study approach (Yin, 1989) where the 
design allows researchers to take a more 
holistic view of phenomena (Eisenhardt, 
1989b) and especially where the aim is 
to explore an area that has received little 
previous research attention (Benbasat, 
Goldstein, & Mead, 1987).

Organizations affected by 404 can 
be split into two broad categories: (1) 
listed companiesthat is, those whose 
shares are traded on a U.S. stock ex-
change, that have to achieve clean 404 
certification; and (2) audit firms that 
have to attest to internal controls. This 
study is based on two listed companies 
and one global audit firm. The three spe-
cific case study settings for this research 

Knowledge BuildingKnowledge Building
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Figure 1. A taxonomy of intervention drivers

Intervention Driver Section 404 Context

Knowledge Building Finding out about Section 404 and its requirements, e.g., research into internal 
controls

Knowledge Deployment Making information about 404 available to people, e.g., through training courses

Subsidy Covering the costs of 404 implementation through the provision of budgets and 
human resources

Mobilization Promoting and publicizing 404 and its implications, e.g., through internal commu-
nications that endorse the benefits and making people aware of 404

Directives Putting in place rules and procedures that people have to follow

Standardization Setting standards that lead people to follow prescribed courses of action

Table 1. A description of 404 intervention drivers (adapted from King et al., 
1994)

were chosen based on theoretical, rather 
than statistically representative, criteria 
(Eisenhardt, 1989b). All three had to be 
large organizations with a global pres-
ence and therefore subject to meeting 

404 requirements. The organizations 
had to have implemented 404 in a UK 
division in order to analyze the initial ef-
fects of their implementation tactics.

Knowledge Building 
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Directives 

Subsidy 
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The primary sources of data were 
the Sarbanes Oxley program team and 
the IT division. The aim was to gather 
mostly qualitative and non-quantitative 
data (Blaikie, 2000). A variety of data-
gathering techniques were used, includ-
ing semi-structured interviews with key 
roles in 404 implementation (including 
the program director, IT director, IT 
manager, and finance manager) and in-
ternal documents such as written reports. 
Additional data was collected through 
informal discussions that were held both 
face-to-face and over the phone. The 
data gathering strategy was flexible as 
this study sought to find a representative 
and unbiased set of data (Orlikowski 
& Baroudi, 1991). Open-ended ques-
tions to conduct the interviews were 
developed into an interview schedule 
using theoretical constructs based on 
the taxonomy described earlier in this 
article. The research process involved 
interviews lasting about two to three 
hours each.

the Case of alpha
Alpha Group is one of Europe’s larg-
est UK-based global financial services 
organizations. It offers a full range of 
banking services under a number of 
well-known brands. The group com-
prises eight customer-facing divisions, 
in addition to six group and central 
divisions. Each divisional head reports 
into the group chief executive. This case 
study focuses on the Group Technol-
ogy Division (GTD). GTD defines the 
group’s overall technical architecture, 
and develops and operates the majority 

(over 80%) of its systems and technical 
platforms. GTD’s scope for 404 covered 
its processes, significant business pro-
cesses, and controls for documentation. 
Alpha’s overall SOX program started in 
November 2004.

the Case of beta
Beta is the UK consulting division of 
Omega Group, a large U.S.-based global 
professional services group with opera-
tions in over 25 countries. Omega started 
a formal SOX program in the U.S. first 
because American organizations had to 
be 404 compliant by the end of 2004, 
whereas overseas subsidiaries had to be 
compliant by 2005. Omega adopted a 
program management approach to SOX 
implementation.

the Case of Gamma
Gamma is a wholly owned subsidiary 
of Zeta. Zeta is a UK-based profes-
sional services firm registered with the 
PCAOB. Zeta is a global firm, and about 
40 countries in which it operates, includ-
ing the U.S. and UK, are influenced by 
SOX. Gamma offers a range of audit and 
non-audit services. Gamma is structured 
in various client facing and internal divi-
sions. Section 404 has direct and indirect 
implications on all of Gamma’s divisions. 
This case focuses on the implementation 
of 404 within IS services in Gamma.

aNalYsis, sYNtHesis, aND 
resUlts
For each intervention driver, the findings 
are condensed into a theoretical proposi-
tion for 404 implementation.
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Intervention Driver Alpha

Knowledge 
Building

• Established a Central SOX program team with a program director and people from 
group accounts and internal audit
• Conducted a pilot in the lending process with external auditors
• Pilot study produced 404 documentation
• Applied documents to test existing controls in the lending process
• Central team and auditors used pilot findings to develop practical approaches to imple-
ment 404
• Did little knowledge building with external consultants
• Relied on external auditors and PCAOB (Public Company Accounting Oversight 
Board) Web site
• Program director and central team IT representative studied competitors’ approaches 
to 404 implementation for information systems to remain consistent with competitors

Knowledge 
Deployment

• Created a central committee that included the group chief accountant, group internal 
audit, project managers, and the SOX program director
• Created a standard Group Technology Division governance structure
• Created a Project Control Committee (PCC) with representatives from relevant Group 
Technology Division departments and the committee rep
• Central program team created a Web site on the intranet to store documents and 
templates
• Appointed a representative to interface to each business division, with one rep dedi-
cated to Group Technology Division
• GROUP Technology Division appointed a program manager to take 404 implementa-
tion forward within the division

Subsidy

• Alpha covered the costs of supporting 12 significant committees including a central 
committee, which reported to the group finance director
• Spending estimated to be several million dollars
• Budgets created as implementation progressed
• No budgets were refused or expenditure turned down

Mobilization

• Created a one-day seminar for heads of finance at divisional level and their staff
• Seminar co-facilitated by SOX program director and an external audit partner
• Seminars outcomes: create awareness of SOX and 404, alert senior managers to re-
sources required for 404 implementation, and facilitate creation of implementation plan
• Seminar attendees were individuals directly involved with SOX implementation
• Organized forums by the larger global accountancy and audit firms to reconfirm their 
approach 

Directives
• Central committee mandated each division to use agreed documentation
• Central committee allowed divisions some flexibility to manage their teams according 
to that division’s environment, but with certain minimum requirements to be achieved

Standardization

• Selected the COSO1 framework as the overall entity level controls framework
• Adopted a centralized approach towards both entity and activity level controls, includ-
ing application and general IT controls
• Group Technology Division and the central committee rep developed 404 compliance 
approach using GTD’s existing Process Framework, documentation, and controls testing 
standards
• Used COBIT2 framework to model the approach
• Undertook research to ensure COBIT met COSO framework requirements

Table 2. The case of alpha

continued on following page
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Intervention Driver Beta

Knowledge Building

• Omega appointed the U.S.-based Global Finance function as overall sponsor for SOX 
implementation
• Omega monitored SOX legislation development through the various Congress and 
Senate approval stages and therefore accumulated knowledge of SOX and 404
• The Global Finance function developed documentation, e.g., templates to capture, on 
paper and in spreadsheets, 404 control procedures
• Gathered information through the use of questionnaires covering, among other things, 
control objectives, control activities, and overall status
• The questionnaires covered five business cycles, i.e., revenue, expenditure, company-
level controls called ‘Tone from the Top’, treasury and payroll, and financial reporting
• Beta and its IT department relied on the Global Finance function for information about 
SOX
• Beta’s IT and finance departments were responsible for completing the questionnaires 

Knowledge Deploy-
ment

• U.S. global chief financial officer given responsibility for liaising between Global 
Finance and overseas subsidiaries
• Beta’s SOX program board comprises the UK CFO and CEO and included members 
of Omega’s program board
• Beta sent people from the U.S. to the UK; people from the UK were sent to Australia
• Beta’s IT department’s supported Global Finance in ensuring the accuracy and validity 
of information contained in the documentation
• Beta’s IT department corrected controls so that they did not appear to be that inad-
equate or broken in the 404 documentation
• Beta’s IT department liaised with global IT for implementing 404 documentation 
within Beta
• Beta IT had almost no direct contact with people in the UK business

Subsidy

• No precise value can be placed on costs, but they are estimated in terms of millions of 
dollars
• Beta used internal resources, with 41 people from the IS department alone dedicated 
to 404 documentation
• Twelve individuals were at the center of completing the SOX documentation
• Costs were calculated as the implementation progressed, and IS and finance budgets 
increased accordingly

Outcomes

• Discussed proposed methodology with external auditors
• Auditors ratified Alpha’s 404 compliance methodology as acceptable
• PCC applied Group Technology Division’s process framework on significant business 
cycles and controls to achieve 404 compliance within the division
• Established templates to document processes and controls and attest documentation
• Assessments showed that existing controls were adequate and already in place
• Existing IT controls assessed as 404 compliant, including controls for the following 
GTD processes: change management; performance and capacity management; data 
back-up and recovery; security and continuity services; services operation and monitor-
ing; incident management; user requirements; design, development, and testing of 
solutions
• Developed an overarching process to manage GTD processes
• One of the central team’s overarching concerns was to ensure that Alpha was compli-
ant in all respects, but was not going beyond 404’s basic requirements

Table 2. continued

Table 3. The case of beta

continued on following page
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Mobilization

• Managers from Omega’s finance department delivered presentations to explain SOX 
and 404 to Beta’s management team and individuals working on SOX documentation
• Managers from Beta’s internal finance department made presentations to operational 
managers to explain the documentation they needed to complete
• Operational managers had to complete prescribed templates, which were often the 
wrong version
• Beta’s finance department implemented procedures to ensure latest versions of tem-
plates were communicated

Directives

• Beta already had controls in place to cover levels of internal oversight, operations of 
the board, and delegation of power from board to subsidiary committees
• Beta documented control narratives, internal control systems, and control objectives in 
prescribed templates
• SOX implementers tested conclusions, monitored project completion, and assessed 
Beta’s compliance based on the documentation produced
• Beta’s IT department played a key role in proving system compliance based on the 
control narratives in the documentation
• IT expanded control narratives and led the definition of how Beta operated its internal 
controls

Standardization

• Omega’s global IT function, based in the U.S., developed an assessment method for IT 
controls based on the COBIT framework
• Global IT sent assessment method to Beta’s IT department in the UK
• Beta’s IT department created templates (based on the assessment method) for docu-
menting processes and controls, and shared these with other firms within Omega Group

Outcomes

• Beta conducted internal assessments of its documented controls
• Beta’s board concluded the organization had documented a robust system of internal 
controls and no new controls needed to be introduced in the SOX documentation
• Individuals working on specific business cycles identified areas where Beta could 
enhance its documented controls
• Aimed to achieve best practice and consistency across Beta’s documented business 
cycles

Table 3. continued

Knowledge building
All three cases created a central team to 
take responsibility for developing knowl-
edge about SOX and its implementation 
in their organization. These teams focused 
on producing templates that could be used 
to assess and prove that controls were in 
place. Beta and Gamma’s parent compa-
nies have their head offices based in the 
U.S., and these parent companies were 
involved with developing and monitoring 
this legislation while it was going through 
its various stages of approval. These cases 
had the opportunity to build up significant 
amounts of knowledge as a result. Alpha, 

on the other hand, being UK-based, had 
no involvement with SOX in its formative 
stages. Alpha had to rely on briefings from 
audit firms and the PCAOB Web site for 
information. It had to build its knowledge 
base about the documentation to be used 
for 404 certification from first principles. 
As the Alpha program director stated:

At the start of the program I got called 
into the group finance director’s office 
and asked to lead the Sarbanes Oxley 
program. I had never heard of this before 
and thought ‘what is this thing?’
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Intervention Driver Gamma

Knowledge Building

• Zeta’s U.S.-based audit and legal partners accessed information directly from the 
PCAOB
• A specific division within Zeta U.S.The Professional Risk and Technical Quality 
Groupdeveloped training material for subsidiary firms to use
• Gamma appointed a UK steering and project team
• Gamma’s steering and project teams used much of Zeta’s 404 compliance work

Knowledge 
Deployment

• Gamma established a steering group for SOX
• Steering group chaired by senior partner and included people at regional compliance 
level, regional audit partners, internal legal council, and IT people
• Steering group assumed overall responsibility for independent compliance and regu-
lation, and defined the brief for 404 compliance
• Zeta’s Professional Risk and Technical Quality Group answered internal queries 
from member firms
• Same group addressed public and client events, and wrote articles and instruction 
documents on SOX
• Zeta coordinated internationally with member firms to develop one set of informa-
tion
• Developed repositories of SOX knowledge on the intranet which are accessible glob-
ally by those involved with 404
• Steering and project team meetings were held in London

Subsidy

• Moving people with 404 knowledge around the globe meant that there were signifi-
cant amounts of travel and related costs
• About 100 individuals with 404 knowledge and experience traveled from the U.S. 
to the UK for between 6 and 12 months as well as to other countries that lacked 404 
knowledge
• No overall 404 implementation budget, therefore no clarity of overall spending to 
achieve 404 compliance
• Costs estimated to be in the region of $10 million; one system alone cost about $1 
million
• No expenditure was refused

Mobilization

• Use of written formal communication, regionalization, training, knowledge bases, 
links, changing methodologies, etc. aided 404 implementation
• Regional representatives on steering groups communicated with each other to main-
tain regional level coordination

Directives

• U.S. created audit systems which were rolled out in the UK and other countries af-
fected by SOX
• Audit systems allowed for deviation from mandated practices in different countries 
due to variations in local audit practices and client relationships

Standardization

• Zeta developed standards for IT general controls which all subsidiaries had to follow 
strictly
• Zeta produced standards for end user computing applications such as the use of 
spreadsheets which has to be followed
• The firm used COBIT as the basis for setting IT control objectives

Outcomes
• Zeta, globally, and Gamma, in the UK, developed the capability to conduct SOX/404 
audits
• The organization developed consistent audit methods that could be applied globally

Table 4. The case of gamma
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In addition to the central team, each 
organization created SOX implementa-
tion teams at subsidiary or local levels. 
These teams had to develop their own 
knowledge base, and this was done 
through a variety of tactics such as 
seminars and briefings. Knowledge 
building focused on the documentation 
to be produced for the central team. 
Alpha developed its documentation in 
the context of its lending process. The 
pilot was run by the central team and 
involved a small number of people from 
the group technology and the external 
auditors. It chose this process because 
it was complex:

We wanted to tackle the lending because 
we felt if we could do it for lending all 
the others would be easier. (Program 
Manager, Alpha)

Beta, on the other hand, had to 
complete lengthy questionnaires that 
were then sent back to the U.S. to be 
compiled. These questionnaires were 
filled in by the IT and finance functions 
on behalf of the business. In Gamma, 
a central department based in the U.S. 
developed documents and templates 
for the subsidiaries to use internally 
and with external clients. Local sub-
sidiaries were not expected to develop 
their own knowledge base about 404 
documentation.

What becomes apparent in all three 
cases is that this intervention driver was 
about finding out about the requirements 
of the PCAOB, and creating documents 
and templates that could be used to prove 

adequate controls were in place. Once 
the documentationwhether in the form 
of templates or questionnaireswas in 
place, these were completed by people 
in the finance function with support 
from IT managers. People managing 
the day-to-day business in these orga-
nizations had little or no involvement 
in building knowledge about 404, and 
the introduction of controls needed to 
ensure compliance. End users were not 
involved with documenting the controls 
that were being proposed by the central 
teams.

The above discussion leads to the 
first theoretical proposition.

Theoretical Proposition #1

Proposition 1a: Knowledge building in 
the context of Section 404 is focused on 
documenting controls on paper rather 
than affecting practice.

Proposition 1b: Lack of end user in-
volvement can limit the extent to which 
controls are actually used in practice

Knowledge Deployment
The three case study organizations 
established committees and teams to 
oversee 404 implementation. This is 
exemplified by Alpha’s Project Control 
Committee, Beta’s Program Board, and 
Gamma’s Steering Group (I) (the roman 
numerals refer to the four quadrants of 
Figure 1). Information about SOX was 
disseminated from the center to the 
subsidiaries through the committees 
and teams. The central teams pushed 
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knowledge about 404 from the center to 
subsidiaries using technology. They de-
veloped repositories on their intranets to 
store documents and templates created 
centrally (I). The repositories contained 
information about 404 and its require-
ments, presentation material, guide-
lines, templates, and roll-out plans. Only 
those directly involved with developing 
and completing 404 templates accessed 
the 404 intranet sites. The repositories 
were not promoted to people beyond 
the teams and committees involved with 
404 implementation.

The SOX Web site was a powerful way 
of getting information to the finance 
people…We didn’t tell the head of opera-
tions and his direct reports (about the 
central SOX repository) because they 
weren’t completing the questionnaires. 
(Finance Manager, Beta)

The organization used face-to-face 
briefings and more personal commu-
nications media such as transferring 
people from one country to another 
for extended periods of time. However, 
these communications were to people 
directly involved with the implementa-
tion of 404 documentation. The aim of 
these communications was to create 
demand for 404 compliance within the 
finance and IT communities that were 
directly involved with completing 404 
documentation (II). The extent to which 
the case study organizations stimulated 
demand for 404 controls from the end 
users was very limited (II).

The documentation and templates 
created by the central teams were 
mandatory. In other words, each divi-
sion or subsidiary had to complete the 
documentation within strict timescales. 
The importance of the documentation 
was stressed in communications, yet 
subsidiaries did not necessarily provide 
the resources required to complete the 
documentation. The SOX program 
teams in each organization were work-
ing to the deadlines set in legislation 
and hence had to ensure timescales 
were adhered to.

We put together a list of divisions that 
were late. At first there was a great deal 
of resistance to publishing the list but 
then we sent the list to the CFO…none of 
the teams wanted to be seen as late…I’d 
get calls from directors asking if they 
were in the red zone ahead of the list 
going out.  (Program Director, Alpha)

People didn’t see the importance of 
sticking to deadlines. It (404 implemen-
tation) was not core business for people 
in finance and IT so ‘why bother?’ was 
an attitude we had to overcome. (IT 
Manager, Beta)

The organizations used the tactic of 
‘name and shame’ to ensure knowledge 
was deployed and timescales adhered 
to (III).

The above discussion leads to the 
second theoretical proposition.
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Theoretical Proposition #2

Proposition 2a: Knowledge deploy-
ment tactics are used to create demand 
in implementer communities rather than 
end user communities.

Proposition 2b: Power-based tactics 
are used by implementers to ‘push’ 
Section 404 document completion to 
other implementers and stopped short 
of involving end user communities.

subsidy
Each case study organization subsidized 
the implementation of 404 documenta-
tion. The costs in all three cases ran into 
several million dollars. Subsidies were 
used to create demand by meeting the 
costs of maintaining committee and 
team members’ time (II). The costs of 
people moving for extended periods of 
time between countries and associated 
living and other costs were all absorbed 
by the organization (II). From a supply-
push perspective (III), subsidies were 
used to allow program and project team 
members to ensure 404 documentation 
was completed properly.

The message was ‘pay what it takes to 
do the documentation’…I cannot recall 
a discussion about withholding funding 
related to 404 activities. (Global IT 
Director, Gamma)

No pressure was brought to bear to cap 
expenditure…we had to meet the quality 
standards to meet the requirements of 
(404).  (Program Director, Alpha)

Subsidies were used to provide 
sufficient resources to push through the 
implementation of 404 documentation. 
Access to funding gave project teams 
the ability to influence decision makers 
who said they did not have sufficient 
resources to implement 404.

We got the message out—that if you 
hear ‘we need it for next Tuesday’ it 
has to be done by next Tuesday. So 
people get around to doing it when 
they can because they are stretched for 
resources. I was able to say—‘you need 
resources then here’s the budget to get 
some’. It changed their perception.  (IT 
Manager, Beta)

The consistent message across all 
three organizations is that funding was 
not a problem. However, two of the 
organizations, Beta and Gamma, could 
not quantify the overall spending on 404 
implementation. In these organizations, 
budgets were diffused across different 
finance and IT departments in different 
subsidiaries. As the finance manager at 
Beta put it: “We made up the costs as 
we went along…what we spent was 
funded.” Alpha held budgets centrally 
which was controlled by the program 
director; however, many of the costs at 
divisional level were masked from the 
central view.

The above discussion leads to the 
third theoretical proposition.
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Theoretical Proposition #3

Proposition 3a: Creating high-qual-
ity Section 404 documentation is more 
important than the overall spending to 
achieve Section 404 implementation.

Proposition 3b: Budgets for Section 404 
documentation are fragmented across 
finance and IT departments, but not end 
user operational departments.

Directive
Each organization created a set of 
documentation that had to be completed. 
This documentation was created by the 
central teams, and subsidiary companies 
and divisions had no choice but to ensure 
the documentation was completed.

The 404 processes are mandatory…its 
top-down coming from the U.S. down to 
the subsidiaries. (Compliance Partner,3 
Gamma)

Our business in now becoming rules 
based…the extent to which judgment 
can be exercised is being removed.  
(Global IT Director, Gamma)

IT controls were also mandatory. IT 
operations such as password controls, 
managing access to systems for starters 
and leavers, and access violations are 
mandated by the central teams; further, 
documentation supporting these con-
trols had to be completed.

Organizations used controls and 
processes that were already in place 
(I). For example, Beta had controls for 

issues such as the delegation of power 
from the board to subsidiary committees 
and the operations of the board. These 
were adopted in their current form. 
Alpha followed a similar approach:

We repackaged existing processes and 
controls as 404 processes and controls. 
(Program Manager, Alpha)

The top-down mandatory ap-
proaches adopted by these organiza-
tions suggest that implementers drove 
the completion of 404 documentation 
(I, III).

The extent to which demand pull 
was used was limited to the flexibility 
that project teams were allowed to meet 
local conditions (IV). For example, 
Gamma’s audit systems allowed for 
some variations due to local country 
audit practices, and Alpha allowed 
divisions to manage teams to fit with 
that division’s culture. In both cases, 
however, there were still a set of direc-
tives that had to be followed.

The above discussion leads to the 
fourth theoretical proposition.

Theoretical Proposition #4

Proposition 4a: The completion of 
Section 404 documentation is made 
mandatory to be accomplished.
Proposition 4b: Organizations allow 
for local customization of Section 404 
documentation to match local condi-
tions



www.manaraa.com

Journal of Organizational and End User Computing, 20(2), 1-24, April-June 2008   1�

Copyright © 2008, IGI Global. Copying or distributing in print or electronic forms without written permission of  IGI Global 
is prohibited.

Mobilization
Communications to raise awareness of 
SOX were carried out to a very narrow 
group of people: those directly involved 
in the Sarbanes Oxley program. Accord-
ing to one program director:

We didn’t take the view that we needed 
to create awareness. Communications 
were sent only to people actually doing 
(404) work, e.g., process improvement 
teams. Awareness was not really neces-
sary as many staff are in operational 
roles and they don’t need to understand 
(404) requirements. Communication 
was facilitated through the central 
program team on a need-to-know basis. 
(Program Director, Alpha).

In another case, the direction of 
communications was top-down with 
little time for questions from users. The 
pressure was on getting 404 compliance 
done and out of the way.

The focus was on ‘are you on time and 
are you going to do it (complete the 
documentation)…don’t ask questions 
‘just do it’ was the impression from the 
global team. ‘Get it done and clear it 
out of the way so we can get back to 
business’. (IT Manager, Beta)

These views suggest that Section 
404 does not require the organization to 
‘do’ anything differently in the business. 
The underlying view is that 404 requires 
financial processes and controls, espe-
cially as many of these are embedded in 
information systems, to be documented. 
The assumption underpinning this view 

is that, provided this documentation is in 
place for the external auditors to test, the 
board can claim a sound set of internal 
controls in the financial statements are 
in place and that the organization has 
met the requirement of 404.

There are bigger, more important things 
happening (than 404). General busi-
ness managements’ view is that the 
requirements of the act are not asking 
us to do anything different from what 
we have been already doing. We were 
already doing it (processes and internal 
controls) but we needed to put in place 
the documentation so that the auditors 
are able to identify with it. (Program 
Director, Alpha)

Most people don’t know what Sarbanes 
Oxley is and need not be aware of it 
either.  (Compliance Partner, Gamma)

When I raised the question, ‘How should 
we do this process?’, the reaction I got 
was ‘Don’t ask. That will only delay the 
implementation and delay getting a tick 
in the box…Get the documentation out 
of the way and then get back to busi-
ness’.  (IT Manager, Beta)

This finding is surprising as SOX 
requires processes and controls to be 
in place and documented wherever it is 
possible that these can have a material 
affect on figures reported in financial 
statements. Mobilization requires the 
use of influence over people who have 
to adopt procedures and change pro-
cesses that are 404 compliant. Current 
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theory suggests that this requires the 
development of mutually shared as-
sumptions and alignment with the pre-
vailing rational arguments being made 
for 404 compliance in the organization 
(Robey & Markus, 1984). Yet there ap-
pears to be little effort being made to 
involve wider participation across the 
business. A common occurrence is the 
use of spreadsheets to handle figures 
to prepare reports. This can happen at 
many different organizational levels: 
a local office, country head office, and 
the global headquarters. The use of 
spreadsheets, databases, and project 
plans occurs in all business cycles 
and processes contained in COSO 
and COBIT frameworks. Examples 
include inventory controls, pricing, 
account analysis and reconciliations, 
and program changes. This suggests a 
much wider audience than those in the 
finance and IT departments ought to be 
aware of 404, its implementation and 
implications.

The above discussion leads to the 
fifth theoretical proposition.

Theoretical Proposition #5

Proposition 5a: Communications are 
limited to those directly involved in 
Section 404 implementation with little 
communications with end user com-
munities.

Proposition 5b: End users have little 
or no knowledge of Section 404 and its 
impact on the day-to-day operations in 
the business.

Proposition 5c: Section 404 documen-
tation is perceived as a box-ticking 
exercise which can limit its ability to 
prevent future financial scandals.

standard setting
All the case study organizations used 
COSO and COBIT as the standards for 
setting their controls. SOX requires 
organizations to select and adopt a 
control framework. Many organizations 
have adopted the COSO framework 
for entity-level controls. However, 
COSO does not cover specific IT-re-
lated controls, and consequently, the IT 
Governance Institute published COBIT 
(1994), which is a set of standards that 
address operational and compliance 
control objectives that organizations can 
adopt. Within these broad frameworks, 
all three organizations developed their 
own assessment methods, templates, 
and control objectives (III). As stated 
earlier, the documentation that sup-
ported these standards was compulsory 
and had to be completed (III).

People (in subsidiaries) were told to 
document their processes using specific 
templates. They had to capture the con-
trols. (IT Manager, Beta)

The effect of standardization was 
to centralize controls and processes. In 
Gamma, Zeta produced the standards 
centrally and then rolled them out across 
subsidiary firms. These firms attempted 
to push back the extent to which the 
center was “interfering with local op-
erations,” according to the compliance 
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partner. However, local subsidiaries had 
very limited room to negotiate.

Our ultimate sanction against a sub-
sidiary firm is to withdraw the use of 
the brand…If you don’t comply (with 
the standards) we will remove the 
brand.(Global IT Director)

The above discussion leads to the 
sixth theoretical proposition:

Theoretical Proposition #6

Proposition 6: Implementers use stan-
dards to drive the completion of Section 
404 documentation.

DisCUssioN
The common theme that emerges from 
these cases is that the introduction of 
Sarbanes Oxley, in general, and the re-
quirements of Section 404, in particular, 
were limited to finance and IT depart-
ments. The rest of the business, namely 
end user departments, has a very small 
role to play, if involved at all in some 
instances. Each case organization used 
implementation tactics that involved 
supply-push from implementers us-
ing influence (I). Knowledge-building 
tactics included developing the legisla-
tion during its passage from inception 
through to approval into statute; deal-
ings with the PCAOB, auditors, and 
legal council; workshops and seminars; 
and pilots. Virtually all the knowledge 
building focused on the documentation 
that needed to be completed so that the 
organization’s external auditors could 

certify compliance. Each organization’s 
central SOX team created forms and 
templates that showed, on paper, that 
controls were in place. Knowledge de-
ployment involved the rollout of these 
forms and templates. The organizations 
established Web sites on their intranets 
to store and share documents and tem-
plates. The implementers agreed which 
of the extant controls could continue to 
be used, retagging these as being 404-
compliant controls. This had the effect 
of cutting down on the amount of effort 
and gaining the support of people in sub-
sidiaries and departments that already 
had controls in place that they perceived 
to be adequate. Subsidiaries were used 
extensively to build within and share 
knowledge between those directly 
involved with 404 implementation, ex-
emplified by steering group, committee, 
project, and program teams.

The case organizations used de-
mand-pull and influence tactics (II), 
and these too focused on those directly 
involved with 404 implementation. 
Central teams were usually the first to 
learn about 404, and they shared their 
knowledge with subsidiaries and divi-
sions affected by 404 through workshops 
and electronic means. The direction of 
communication was top-down with 
little effort being made to create real 
demand. Individuals directly involved 
with 404 implementation were not en-
couraged to change or improve extant 
processes and controls. This approach 
tended to reduce the implementation 
of 404 to ‘box ticking’: to demonstrate 
that controls have been documented 
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with little regard to what was going on 
in the actual business. The overarching 
concern was to complete the docu-
mentation within the timescales set by 
the legislation itself. Communications 
about 404 implementation to people in 
end user operational communities were 
negligible. Nonetheless, organizations 
had to subsidize the tactics used such 
as flying people with knowledge of 404 
requirements to different countries.

The use of supply-push and power 
tactics (III) is highly prevalent when 
achieving 404 implementation. Al-
though the case study organizations used 
influence-based tactics, they resorted 
to power-based tactics to push through 
404 implementation. The publication 
of names of executives and program 
directors who were behind schedule or 
below quality levels exerted significant 
force on those people to adhere to the 
timescales and quality targets set by 
central teams. Organizations took a 
top-down approach, making completion 
of documents and templates mandatory. 
Individual finance and IT departments 
in subsidiaries or divisions were given 
little leeway, with sanctions being made 
available for use by senior executives. 
Lack of resources could not be used as an 
excuse for failing 404 implementation. 
Implementers had access to funding 
as and when they needed it. This lever 
could be used to bring in resources from 
other parts of the group or from external 
sources such as contractors to ensure 
subsidiaries achieved the outcomes 
necessary.

The demand-pull and power tactics 
(IV) softened some of the supply-push/
mandatory forces at work. Subsidiaries 
outside the U.S. needed to comply with 
local laws and customs. For example, 
the ways in which relationships with 
customers are managed in, say the UK, 
could not be made to change overnight, 
and hence, documenting controls that 
reflected new ways of dealing with cus-
tomers simply set up the organization 
to fail. Therefore, variations from the 
global standards and directives were 
allowed to ensure subsidiary organi-
zations agreed to complete 404 docu-
mentation. The ways in which teams, 
in individual subsidiaries or divisions, 
were managed during the completion of 
the documentation varied to take into 
account cultural characteristics between 
different parts of the same organization 
in the same country and between dif-
ferent countries.

The overarching detraction from the 
implementation of Section 404 is that 
the legislation calls for controls to be 
documented. The audit firms and the 
organizations that have to be 404 com-
pliant have interpreted this to mean the 
mapping of processes and controls. This 
has generated huge amounts of paper 
as organizations produce details of con-
trols. On paper, therefore, organizations 
appear to be meeting the requirements 
of 404. However, the extent to which 
the organizations actually work in ac-
cordance with the documented controls 
is questionable. The concern is that we 
may see the emergence of another Enron 
in spite of Section 404.
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oUtCoMes of 404
iMPleMeNtatioN
We discern two major outcomes from 
the implementation of Section 404 of 
the Sarbanes Oxley Act. The first is that 
each organization fulfilled 404 certifi-
cation requirements in the timescales 
stipulated by the act. The documentation 
and templates completed were sufficient 
for external auditors to ratify that, on 
paper at least, all material risks had 
adequate controls associated with them. 
Many organizations used their existing 
control regimes to form the large part 
of 404 controls. The organizations 
rarely identified the need to introduce 
a new control, which given the breadth 
and scope of a 404 implementation is 
surprising. We would expect organi-
zations to identify a small number of 
new controls that could be introduced. 
However, this was, by and large, not 
the case.

The second outcome is that there is 
a very low expectation that behaviors 
of people will change with respect to 
risk and controls, at any level of the 
organization. The overwhelming feel-
ing seems to be one of ‘tick the boxes 
and get back to business as usual’. One 
interviewee, with experience of several 
large global organizations, said:

Executives are using 404 as a way of 
minimizing change rather than driving 
change through the organization. They 
don’t want to tackle the really hard 
issue of changing behaviors towards 
how people manage risk. (Compliance 
Partner, Gamma)

This was reinforced by one program 
director:

We concluded that there was no need 
to change existing processes and con-
trols…There was no need to change 
behaviors and attitudes. (Program 
Director, Alpha)

Arguably, without changes in be-
haviors and attitudes, it is quite difficult 
to see how 404 documentation can truly 
prevent another Enron. Organizations 
appear to be taking a rule-driven legal-
istic approach rather than dealing with 
deeper social relationships, inadequate 
operational processes, and poor ‘real’ 
IT governance (Weill & Ross, 2005). 
This is reflected in the recent academic 
literature which reinforces rule-driven 
approaches (Haworth & Pietron, 2006; 
Krishnan et al., 2005). Until organiza-
tions and academics seriously address 
these issues, the vast amount of time 
and resources spent on documenting 
404 risks and controls may not result 
in effective compliance.

CoNClUsioN
The research in this article presents a 
systematic analysis of three multina-
tional organizations in relation to their 
compliance with Section 404 of the 
Sarbanes-Oxley Act. The importance of 
appropriate IS was determined in this 
respect where standards, procedures, 
and applications are critical for success-
ful accountancy processes. A number of 
significant implementation drivers are 
reported that will reduce the potential 
for financial deficiencies. As a result, 
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it is believed the integration of insti-
tutional theory with observed practice 
provides valuable insights into meeting 
the challenges of SOX and subsequent 
IT governance.
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eNDNotes
1 COSO is the set of guidelines published 
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ganizations of the Treadway Commis-
sion.

2 COBIT stands for Control Objectives 
for Information and related Technol-
ogy. See www.isaca.org for further 
information.

3 A compliance partner is the partner 
responsible for the compliance line of 
business in Gamma.



www.manaraa.com

24   Journal of Organizational and End User Computing, 20(2), 1-24, April-June 2008

Copyright © 2008, IGI Global. Copying or distributing in print or electronic forms without written permission of  IGI Global
is prohibited.

Ashley Braganza is the Director of the Centre for Organisational Transformation and 
Director of nexus – The Knowledge Exchange at the Cranfield School of Management.  
He is the Chair of the British Academy of Management Special Interest Group in Trans-
formation, Change and Development.  He has authored three books and numerous papers.  
His publications appear in prestigious academic and practitioner journals such as Com-
munications of the ACM, Communications of the AIS, Information Systems Journal, 
European Journal of Information Systems, Journal of Strategic Change, International 
Journal of Information Management, Integrated Manufacturing Systems, International 
Journal of Project Management, International Journal of Knowledge Management, and 
Knowledge and Process Management.

Ray Hackney is the chair in business systems within the Business School at Brunel 
University, UK. He has contributed extensively to research in the field with publications 
in numerous national and international conferences and journals. He has taught and 
examined on a number of Doctoral and MBA programmes including Manchester Business 
School and the Open University. He led the organising committee for the annual BIT 
and BITWorld Conference series and is a member of the Strategic Management Society 
and Association of Information Systems. Professor Hackney has served on the Board of 
the UK Academy for Information Systems since 1997 and was also the vice president 
research for IRMA (USA). He is currently an associate editor of the JGIM, JEUC, 
JLIM, ACITM, EJIS and case editor for IJIM. His research interests are the strategic 
management of information systems within a variety of organisational context, with an 
increasing speciality in government sectors and has he has contributed to a number of 
EPSRC and European funded research projects. Professor Hackney was president of 
the Information Resource Management Association (IRMA) during 2001/2002 and is 
now an executive member of the Information Institute.



www.manaraa.com

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.




